
practices, such as adding ESD/EMI protection 
devices and minimising cuts in the printed circuit 
board (PCB)’s ground plane.

2. Magnetic tampering
Another common technique is magnetic 
tampering, where an individual places a strong 
magnet near the meter. A strong magnet could 
cause nearby transformers to saturate, thereby 
paralysing them. Specifically, a strong magnet 
could paralyse a transformer in the power supply 
or a current transformer (CT) current sensor, 
meaning the meter cannot power itself and will be 
unable to bill customers. 

If a CT is affected by a magnet, the current 
sensed by the CT would be smaller than what  
is consumed, meaning utility customers will be 
charged less for electricity.

Countermeasures include trying to detect the 
presence of a magnetic field with a Hall-effect 
sensor, as well as hardening a meter against 
magnetic tampering attacks. The Magnetic 
Tamper Detection Using Low-Power Hall Effect 
Sensors Reference Design shows how three 
Texas Instruments (TI) DRV5033 devices can 
detect the presence of a strong magnet in all 
three dimensions, regardless of how the magnet 
is oriented on the case.

How to prevent magnetic 
tampering
To harden a transformer in a power supply against 
magnetic tampering, one option is to shield the 
transformer; however, this is only effective to a 
certain extent. The best way to obtain magneti-
cally immune current sensing is to use shunt 
current sensors, instead of current transformers. 

Using a shunt for a single-phase meter is relatively 
simple: just reference the system with respect to 
the shunt. If the shunt is on the line, then the 
system should be referenced with respect to line. 
Similarly, if the shunt is on the neutral, the system 
should be referenced with respect to neutral. 
Referencing the system with respect to the shunt 

prevents any large, damaging differential voltages 
appearing on any integrated circuit (IC). 

Figure 3 shows the components of a three-phase 
system with isolated shunt sensors, which features 
one individual device per phase that measures the 
voltage across the shunt sensors. These devices 
could be something like the TI AMC1304 isolated 
delta-sigma modulator or the TI MSP430i2020 
metrology analogue front end (AFE). 

Isolating these shunt sensing devices enables the 
multiple shunt devices, which measure the voltage 
across shunts on different phases, to communi-
cate with the same back-end chip. Since the 
devices are isolated, you must have an individual 
power supply for each one.

If you’re using the AMC1304 as the shunt 
sensing device, you should select a back-end 
chip, such as TI’s MSP430F67641A, since it has 
a digital filter that could take the bitstream from 
the AMC1304 to generate analogue-to-digital 
converter (ADC) samples.

Calculating active energy
To calculate the active energy, it’s necessary to 
measure the mains voltage, in addition to the 
current of the customer’s load. A voltage sensor 
translates the mains voltage to a range that the 
ADC can sense. In a poly-phase system, with 

isolated shunt sensors, you could implement the 
mains voltage sensing on the same device that 
senses the voltage across the shunt, or on the 
back-end device, if that device’s voltage sensing  
is synchronised with the shunt sensing.

In order to prevent hazardous voltages on back- 
end devices (because shunts don’t inherently have 
isolation), isolate the communication from the 
shunt sensing device to the back-end device, 
integrated through the use of an isolated shunt 
sensing device like the AMC1304.

Isolated shunt current 
sensing
The first approach for implementing isolated shunt 
current sensing, shown in Figure 4, involves using 
a metrology AFE like the MSP430i2020. This 
metrology AFE calculates the primary metrology 
(voltage, current, power, and so on) instead of 
having the back-end device perform these 
calculations. 

Calculating these parameters reduces the 
processing needs of the back-end device. 
Additionally, if you only send metrology param-
eters to the back-end device, and not ADC 
samples, you could reduce the communication 
data rate from the shunt sensing device to the 
back-end device, reducing any emissions resulting 
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Figure 3. Functional components of a poly-phase system with isolated shunt sensors


